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may be reproduced or transmitted in any form or by any means without the prior written permission of
Confirmit.

Confirmit makes no representations or warranties regarding the contents of this manual, and specifically
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What's New in this Issue?

Some text has been updated in this Confirmit Flex User Guide to reflect changes to the application. Specific
changes are described in the following sections:

e The Confirmit extensions functionality product name is changed to Confirmit Flex. This document is
updated to reflect this change.

Note: The general layout and language in this document is continually being corrected, adjusted and
improved to ensure the user has the best possible source of information. Only NEW information and
details of functionality that has changed since the previous issue are listed here - minor corrections to
the text and document layout are not listed.

Important

We need your feedback so we can improve this document and provide you with the information you
require. If you have any comments or constructive criticism concerning the content or layout of this
documentation, please send an email to documentation@confirmit.com. Please include in your email the
section number and/or heading text of the section to which your comment applies.

-V -
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1. Introduction

Confirmit Flex is the product name given to Confirmit's inbuilt extensions functionality.

An extension is a computer program designed to be incorporated into and run by another "parent" application to
provide additional functionality for the parent application - effectively a type of add-on. Extensions can be used to
modify the behavior of existing features within Confirmit or add entirely new features.

Important

The iPhone and Fraud extensions are Add-Ons that are currently offered to On-Demand users only, on a
strict BETA basis. Commercial terms may apply at a later date. These extensions are currently hosted on
a single server on the Confirmit US On Demand Hosting environment at the DFW (Dallas - US) Rackspace
data center, and are not subject to the overall Confirmit SLA since there is no redundancy in place for
these extensions. For the Fraud extension there is a fallback mechanism in place such that the IP
checking will be skipped and the respondent will be allowed into the survey regardless of IP/location in
the event the extension becomes unresponsive.

The extensions are hosted on the Confirmit US On Demand Hosting environment at the DFW (Dallas — US)
Rackspace data center regardless of whether the projects using them are hosted on Confirmit's US or UK
hosting environments. The DFW data center is Safe Harbour certified. The iPhone extension only creates
an alternative survey rendering for iPhones, and will not store any data. The Fraud extension will store
some project level settings (“Anonymous Proxy Access” (Allow/Flag/Block), “ Satellite Provider Access”
(Allow/Flag/Block), “Violator Access” (Flag/Block), “Custom Block Page” text, Countries to be
Blocked/Flagged, Last Timestamp and some aggregated statistics (Total Allowed/Flagged/Blocked for
each respondent country)), as well as some respondent level data (IP Address, Country Code,
Timestamp, Confirmit Project Id, Access (Allowed/Flagged/Blocked) and Confirmit Respondent Id), but no
personally identifiable information.

The Fraud extension includes reporting options in Google Earth or Google Maps that interoperate with
Google services. Those parts of the Add-On depend on the continuing reasonable availability of the
Google APl and program.

Confirmit refers to and runs an extension when it is called by a survey. The change-over between Confirmit and
the extension is seamless in both directions and the respondent will not know that the extension is running as an
extension - it appears to be just another part of the Confirmit functionality.

Note: The extensions themselves are separate pieces of software which will be accessible from and listed
in Confirmit where applicable. In this documentation, where a procedure describes for example "How to
Register an Extension", you are registering the extension for use in the current Confirmit survey, and
thereby creating the link between the survey and the appropriate extension software.

In many cases the extension has an interface page such that you can set up the extension to function as required
for your current survey. When such an interface is available for an extension and that extension has been
selected for a survey, then an additional tab will be displayed in the Project Management > Overview page for
that survey. Click on this tab to open the interface page for the extension. Note that the setup you specify here will
apply only to the current survey; you can specify different setups for the same extension for any number of
surveys.

The extension programs currently available within Confirmit Flex are created by Confirmit engineers. However the
intention is to allow customers or third-party developers to create their own extensions as required - all the
customer will require is the interface API from Confirmit. The extensions that are currently available include:

e Fraud detection - allows the user to block or flag respondents suspected of providing fraudulent response
data. Various methods and "degrees” of detection are available (go to Fraud Detection - Introduction on
page 9 for more information).

e iPhone surveys - adapts the survey layout such that the survey is suitable for display on an iPhone (go to
iPhone Surveys on page 17 for more information).
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2. The Project Management > Extensions Menu

When you have opened a project, the Project Management menu includes the Extensions sub-menu. Go to this
sub-menu to open the Project Extensions page. This page lists all the extensions that are available to your
company. Here you can activate and deactivate the extensions you require for your project. Once an extension is
activated here, additional tabs and properties may become available in your project.

Project Extensi -
@ roject Extensions Conflrmlt.a:,

everywhere

»Horme v Admin v End Users ~ Project Management ¥ |Designer ¥ Respondents T Reporting ™ T | User: Apple, Adam Log Off |~
|,:;] Cyperdiew Quota Targets Survey Settings Q Launch éuruel,l Interview progress Survey Log Project Log ‘-e_ Export éuruel,l Definition Extensions bt
Q Save |
Active Name Status Title Created By Version | Description e
| Mo V| Sdk:Examples Production Sdk Examples Confirmit gE]I-\"IO Extension for Sdk Examples
No & iPhome Sy Production iPhone Surveys Confirmit 0.1 Forrunfimgsuveysion the Phons-with-a; more
native look and feel.
[ne 8] Fraud Detection Development  NA NA NA NA

Figure 1 Example of the Project Extensions page with available extensions listed

The fields and columns are as follows:

e Active - indicates whether or not the extension is active for this project.
e Name - the name of the extension.
e Status - the current status for this extension.

The following details are extracted from the extension's Information XML page (go to The Information XML Page
on page 6 for more information). In the event some information is not available, NA will be displayed in the
relevant column(s).

o Title - the title of the extension.
e Created By - the name of the company to which the person who created the extension is registered.
e Version - the version number for the extension.

e Description - a short description of the extension.

2.1. How to Activate and Deactivate an Extension

To activate an Extension for a project:
1. Open the project and go to the Project Management > Extensions menu command.

The Project Extensions page opens, listing all the extensions that are available to you.

2. Find the extension you wish to activate for the current project.
3. Open the drop-down list in the Active column for the required extension, and select Yes.
4. Click Save to save the changes.

To deactivate an extension for a project:
1. Open the project and go to the Project Management > Extensions menu command.

The Project Extensions page opens, listing all the extensions that are available to you.

2. Find the extension you wish to deactivate for the current project (all extensions that are active for the
project have Yes selected in the Active column).

Open the drop-down list in the Active column for the required extension, and select No.

4. Click Save to save the changes.
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3. The Admin > Extensions Menu

Go to the Admin > Extensions menu command to open the Extensions Overview page. This page lists the
extensions that are available to your company, and allows you to create new and edit existing extensions.

{a} O C 8 OVE C ..

L Hame v |Admin *|End Usars * Project Managsment = Dasignar ™ Respondants = Raparting = ~ | User: Apple, Adam Log OFf | 7

Batch v Activity Logs ¥ Accounts v Archiving Options News Update System Configuration Projects v Languages and Messages v Development ¥ Multimode v Extensions v

¥ Dalete [33 Mew Extension @
Ol 1d Name Contact Status BT ss spC | SF 1 2
I:‘ 1: SdkiExamples administrator Production
F = iPhone surveys administrator Production

M = Fraud Detection srunr Development

Figure 2 Example of the Extensions Overview page with available extensions listed

The list columns are as follows:

e |D - the id number for the extension. This number is generated automatically when the extension is
created and cannot be changed.

¢ Name - the name of the survey. Click the link to open the Extension Details page for that extension.
e Contact - the person responsible for the extension.
e Status - the current status of the extension.
e Checkbox columns - the boxes are checked if the Extension Details page has information in the
appropriate fields (go to The Extension Details Page on page 3 for more information).
3.1. The Extension Details Page

Click on a Name link in the Extensions Overview page to open the Extension Details page for that extension.
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aud Dete O
[ save [ 5ave and close validate URLs
ID 3
Name |Fraud Detection | Contact person  |arunr || Find user...
Consumer key [cfdafeabons1asac | Description
Consumer secret | 3=acc6403f24238 |
Status | Development v|

—————————————— Extension URLs --———------—— ---------——--- External info -—---—--—---

Project tab |http:;".-"e>d:ensions.test\ab,FirmgIobal.netu"FraudDetel:til
Survey start [http://extensions.testiab.firmglobal.net/FraudDetect]
Survey page complete | |
Survey frontend | |
- User Agent [ |
Information [http://extensions.testiab.firmglobal.net/FraudDetact]

tlose Window

Figure 3 Example of the Extension Details page for an extension

This page is where you set up the various URLSs to call the extension when required. The fields and buttons on
this page are as follows:

e Validate URLs - click this button to run a check of the URLs that have been entered on the page.

e ID - the ID number for the extension. This number is allocated automatically when the extension is created
and cannot be changed.

¢ Name - the name of the extension. This is the name that will be displayed in the various Confirmit
windows. It may be different from the actual name or title of the extension application.

e Consumer key - the Extensibility SDK uses Oauth (http://oauth.net/) to authorize Extensions to appear
within Confirmit and to access specific REST web services that are part of the Extensions SDK. The
Consumer Key and Consumer Secret are generated when an extension is registered in Confirmit.

e Consumer Secret - this code is created automatically when the extension is registered with Confirmit -
see also above.

e Status - the current status for the extension. The options are:
o Disabled - the extension is not available for use.

o Development - the extension is under development, and will only be available for the user specified
as the "Contact Person". This will allow the developer to test the Extension in a survey without others
being able to access or use it.

o Production - the extension is complete and may be used in production surveys.

e Project tab - the URL to a configuration page for the extension that will appear on a tab in the Project
Overview page (see also the Confirmit Authoring User Guide).

e Survey start - the URL to be called whenever the survey is entered by a respondent.

e Survey page complete - the URL specified here will be called every time the respondent completes a
page in the survey. This could be used for example to log the time a respondent uses to answer the
questions as part of a fraud detection program.

e Survey frontend - the URL to an alternative renderer for survey pages (for example, specific to iPhones).
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e User Agent - if you wish respondents using specific browsers to be automatically redirected to the survey
frontend extension (specified in the Survey Frontend field) then you must specify a value (regular
expression) in the User Agent field. For example, if you want iPhone and iPod users to be automatically
redirected to the extension URL, then you can specify the value Apple.*Mobile.*Safari. All other users will
see the normal web survey. If this field is left empty then all users will see the normal web survey. You will
then need to manually specify the extension URL in the browser to access the extension for a survey. If
you specify just .* in the field, then all requests will be redirected to the extension URL.

e Information - the URL to the External Information page, which provides the Title, Created By, Version and
Description information (go to The Information XML Page on page 6 for more information).

e Contact person - the person responsible for the extension (the contact person in the event of problems
with the extension).

e Description - a short description and/or comments concerning the extension.

3.2. How to Register a New Extension

Note: The extension program itself will already exist, created by Confirmit engineers or your company's
developers, and will be stored on a server to which you have access. Here you are creating a link between
your Confirmit project and the extension by specifying the required URLS.

1. Gotothe Admin > Extensions menu command.

The Extensions Overview page opens.

2. Click New Extension, located towards the right end of the page toolbar.

The New Extension Properties page opens.

[ save [ 52ve and close validate URLs

ID

Name [ | contact persan || Find user...
Consumer key [12eae4s88577422 | Description
Consumer secret [e11a7dba27fesd1t |
Status | Disabled v|
—————————————— Extension URLs ------------- -eeeemeeee---- External info --------------
Project tab | |
Survey start | |

Survey page complete | |

Survey frontend | |

- User Agent | |

Information | |

Close Window

Figure 4 The New Extension Details page

3. Fillin the details as appropriate (go to The Extension Details Page on page 3 for more information).

Note: The Consumer key and Consumer secret fields are populated automatically by the system when
you create a new extension, and these fields cannot be edited.

4. On completion, click Save or Save and Close to save the changes.
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3.3. The Information XML Page

The Information XML Page is an XML file containing general information about the extension. This file should be
created at the same time as the extension, and is intended to provide the title, version, created by and description
details presented in the Extension Details page (go to The Extension Details Page on page 3 for more
information) and the Project Extensions page (go to The Project Management > Extensions Menu on page 2 for
more information). The file should be saved to the same server on which the extension is located.

The XML file allows the creator of the extension to add comments and other text to the Extension Description
without having to change the extension application itself. It also allows the creator to control what information
should be displayed to Confirmit users about the extension.

When you create an extension application, create a standard XML file with the content as shown in the example
below:

<ExtensionDetails xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance'>
<Title>iPhone Surveys</Title>

<Version>0.1</Version>

<Description>For running surveys on the iPhone with a more native look
and feel .</Description>

<CreatedBy>Confirmit</CreatedBy>

</ExtensionDetails>

The Title, Version, Description and CreatedBy texts will be particular to the extension application.

Once the Information XML page has been created and stored on the extension server, go to the Extension Details
page and add the URL of the XML page to the Information field (go to The Extension Details Page on page 3 for
more information). The Extension Details page and the Project Extension page will then extract the details from
the XML file and present them in the appropriate locations.
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4. The Admin > Accounts > Companies Menu Command

1. Gotothe Admin > Accounts > Companies menu command.

The Company List page opens. This page lists all the companies registered on the server.

Company List Confirmit. ™
Select company everywhere ‘-'
Home v |Admin ¥ |End Users + = | Usert Apple, Adam Log Off
Batch = Activity Logs * Accounts T Archiving Options News Update System Configurstion Projects = Languages and Messages * Devslopment * Multimode = Extensions 7
5 search| Has add-on| | s ~ Hew Company
[1! cempany Name Active Total Medified by Modified Design View Analyst @
| | [= & | [= & || [[= & B o[- & (- (- s |
[0 canfirmit Aa 14 14 sdministrator  06/05/2003 12:53:18 100 100 100
[0 ®*Mr 1 i sdministrator  06/05/2003 12:41:07 0 0 0

Figure 5 Example of the Company List page

This page allows you to search for companies that have add-ons and/or extensions. To search for companies that
have access to a particular extension:

1. Open the drop-down list for the Has Extension field.
This list contains all the extensions available.

2. Select the appropriate extension.

3. Click Search.

The page will list only those companies that have the selected extension. You can then click on the
Company Name link for the company you are interested in. The Company > Details page opens at the
Extensions tab (go to The Company Details Extensions Tab on page 7 for more information).

4.1. The Company Details Extensions Tab

This tab lists all the existing extensions, and enables the administrator to specify which extensions the selected
company has access to.

H Save x Close
General | Extensions |
____________ .
Access Name Status In Use Title Created By Version | Description z
I_Er_a_rlt_:ﬂj__v_i Fraud Detection Development Yes NA MA A NA
iPhone surveys Production Yes iPhone Surveys Confirmit 0.1 an;i:;nlréiglg :ﬁ;“'\f;:lc‘” zhe [Phonswth=smore
I Granted VI Sdk:Examples Production Yes Sdk Examples Confirmit [D)E];\JO Extension for Sdk Examples

Figure 6 Example of the list of extensions available on the Extensions tab

The fields and columns on this page are as follows:

e Access - specifies whether the current company has access to this extension. Open the drop-down list
and select Denied or Granted as appropriate.

Note: If access to an extension is denied for a company, the extension will be disabled and removed from
all projects owned by that company. Due to this, if access is disabled after the extension has been taken
into use in a company's projects, then a message box is displayed requesting that you confirm the denial.

¢ Name - the name of the extension. Click the Name link to open the Extension Details page for that
extension (go to The Extension Details Page on page 3 for more information).
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e Status - the current status for the extension (go to The Extension Details Page on page 3 for more
information).

e In Use - indicates whether the extension is being used in a project owned by the current company. If
"Yes", this will be a link - click the link to open a list of the projects using the extension (go to The In Use
Link on page 8 for more information).

The following details are extracted from the extension's Information XML page. In the event some information is
not available, NA will be displayed in the relevant column(s).

o Title - the title of the extension
e Created By - the name of the company to which the person who created the extension is registered.
e Version - the version number for the extension.

e Description - a short description of the extension.

4.1.1. The In Use Link

If on the Extensions tab, the In Use column for an extension indicates "Yes", then this will be a link. Click the link
to open a list of the projects owned by the current company that are using the extension. This provides a quick
and easy method of checking which projects are using a particular extension.

Projects currently using Fraud Detection %

Project Id Name 2
p00O15722 Geolocation Test

p0032193 Car Survey Optimized

pD032236 jan test

tlose Window

Figure 7 Example of alist of the current company's projects that are using a particular extension
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5. Fraud Detection - Introduction

Important

This Add-On is made available on a strict BETA basis. Commercial terms may apply at a later date.
Confirmit explicitly waives any and all warranties related to this Add-On, including any Service Level
Agreements. The Extension is hosted on the Confirmit US On-Demand Hosting environment. By use of
this you accept and agree that certain non personally identifiable information will be stored in the US
(refer to the Documentation), and that certain reporting functionality available with this Add-On
interoperates with Google services and therefore depends on the continuing reasonable availability of the
Google API and program for use with the Service.

Detecting fraudulent responses to a survey, and preventing those responses from being included with the
response data, are vitally important to maintaining the integrity and reliability of the survey results and thereby any
decisions based on those results.

The Fraud Detection extension allows you to define a set of parameters that will help to identify possibly
fraudulent responses, such as the geographical location of the respondent or whether or not a respondent is
using an anonymous proxy or a satellite provider. You can then for example flag those responses such that they
can be identified in the database, allowing you to investigate them further, or you can block them immediately,
thereby preventing the data from those respondents being added to the database.

The Fraud Detection extension creates and maintains its own database for each survey that uses the extension.
This database stores project configuration information, for example which countries are to be blocked, flagged or
allowed, the Block Page for the project (go to The Block Page Editor on page 15 for more information), and the
respondent statistics for each configured project. No information is currently stored by the extension in the
Confirmit databases. For a blocked respondent, their country of origin as determined by the geolocation database,
the project ID of the survey that they tried to access, and a timestamp, are stored.

Note: This functionality is still under development and the options are currently therefore limited. Further
functionality will be made available as it is developed.

5.1. The Geolocation Interface

The geolocation Interface has several uses:

e For surveys where your intended audience is located within a particular country or region, it can be useful
to be able to flag or block respondents who are attempting to access your survey from outside these
areas.

e Survey fraud is far more prevalent in some parts of the world than in others.
e |t may also be useful or interesting to register the respondent's country for statistical purposes.

The Fraud Detection extension therefore includes the Geolocation functionality. This detects which country a
respondent is replying from, allowing you to block access to the survey from selected countries or flag the data
provided by respondents located in those countries. In addition to flagging or blocking respondents from selected
countries, you can also flag or block respondents connecting through anonymous proxies and/or satellite
providers.

If a prospective respondent is blocked by the Fraud Detection functionality when they attempt to access the
survey, then they will be presented with a message telling them the survey is closed to them. You can set up the
message that is to be displayed using the Block Page Editor (go to The Block Page Editor on page 15 for more
information). If the respondent is flagged for any reason then they will be able to reply to the survey and there will
be no indication to the respondent that they have been flagged.

In both cases the status of the respondent (blocked or flagged) will be recorded in the Fraud Detection database.
This information is then passed directly to the "statistics" panel on the Geolocation page.

Note: It is intended that the status will also allow you to identify the data in the Confirmit database. In the
case of flagged respondents, you will then be able to find and inspect the data in the database and
approve or reject it as appropriate. This functionality is not yet available.

For a blocked respondent, their country of origin as determined by the geolocation database, the project ID of the
survey that they tried to access, and a timestamp, are stored in the Fraud Detection database.

Geolocation would be most useful for reducing fraud in open surveys. However it may also be used in closed
surveys where for example market research companies have bought respondent samples from providers who
may not have verified the locations of their panelists.
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General | Permissions || Active Languages || Project Status | Url Setup Fraud Detection (Beta]

Geolocation

All continents  |¥ B C Block countries below W | Igl

Afghanistan A Albznia Statistics

Aland Islands American Samoa

Algeriz Angola

Andorra Anguilla

Antarctica Barbados D

#ntigua and Barbuda Eelarus

Argentina Belize

Armenia Banin

Aruba A B Bosnia and Herzegovina

Australia Botswana I
Austria o Metherlands

Azerbaijan Netherlands Antilles

BEII'IEII'!‘IEIE United States I Mlowed: 16 [3&32)
Bahrain ) o
Bangladesh Flagged: 19[3?'5“3
Belgium I Blocked: 13 (27.1%)
Bermuda

Bhutan

Eolivia Llj Summary by country
Bouvet Island b

@ Export to Microsoft Excel

H In addition @ Export as KML (Google Earth)

Save changes
E Flag ancnymous proxies

V| = 1 P
= View in Google Maps
F Flag s=tellite providers W | gl

G Edit block page

Figure 8 The Geolocation page layout

The areas in the page are as follows:

A - list of countries. Respondents from any country in this list are allowed to access the survey. Note that
specific respondents can be flagged or blocked by the Anonymous Proxies and/or Satellite Providers
settings.

B - this drop-down filters the Countries list by Continent. A typical scenario would be where all the
countries in a particular continent are to be blocked or flagged. This then provides an easy way to list all
such countries and move them to the Selected list on the right.

C - this drop-down refers to the Selected list below the field. This allows the user to either flag or block
respondents from the countries in the Selected list.

D - list of countries that are to be flagged or blocked.

E - allow, flag or block respondents connecting through Anonymous Proxies. An anonymous proxy is a
server that acts as a go-between for requests from clients seeking resources from other servers - for
example respondents seeking to respond to a survey. An IP address belonging to an anonymous proxy
service, such as Anonymizer, may be employed to mask a user's real geographical location. Note that
some respondents may have a good reason for using an anonymous proxy, however the use of one will
normally be cause for concern.

F - allow, flag or block respondents connecting through Satellite Providers. It is often difficult to ascertain
through their IP address the country of origin of an end user who is using a satellite provider.

G- link to the "Block Page Editor". This editor allows you to customize the page that will be displayed to
respondents who have been blocked by C, E or F above (go to The Block Page Editor on page 15 for
more information).

H - saves any changes you may have made to the configuration. Note that the configuration will apply only
to the current survey.

| - the Statistics panel. This displays the current counts of Allowed, Flagged and Blocked respondents.

0 Summary by country - a list of the statistics, summarized by country, is available (go to The
Summary By Country Page on page 11 for more information).

o Export to Microsoft Excel - the statistics can be exported to an Excel file (go to Export to MS Excel
on page 11 for more information).

-10 -
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o Export as KML - if you have the Google Earth application installed on your pc, you can view the
statistics as an overlay on the world map (go to Export as KML (Google Earth) on page 12 for more
information).

o View in Google Maps - click to open Google Maps with the statistics displayed as an overlay (go to
View in Google Maps on page 13 for more information).

To add a country to the Selected list, double-click on it in the Countries list, or single-click on it then click the >>
button to move it. To remove a country from the Selected list, double-click on it in the list, or single-click on it then
click the << button to move it back to the Countries list.

5.1.1. The Summary By Country Page

This page lists the countries from which responses (or attempts to respond) have been received, and presents the
numbers or responses and percentages of the total received from each country.

Back te configuraticn

Search:

origin Allowed Yo Flagged U Blocked U Total %
Yrdnown IP 0 0.00 19 39.58 0 0.00 19 39.58
United States 4 .33 1] 0.0 10 20,83 14 29,17
Eru-i;eddom 8 16.67 0 0.00 1 2.08 9 18.75
Belgium 1 2.08 1] 0.o0 1 2.08 2 4.17
Canada 1 2,08 ] 0.00 ] 0.00 1 Z.08
Germany 1 z.08 0 0.00 0 0.00 1 2.08
India 1 2.08 ] 0.00 ] 0.00 1 Z2.08
Metherlands 1] 0.00 1] 0.0 1 205 1 Z.08

Totals 16 33.33% 19 39.58% 13 Z27.08% 48 100,00 %o

Figure 9 Example of the Summary By Country page

The fields and columns on this page are as follows:

e Origin - the country from which the respondent has replied (or attempted to reply) to the survey.

e Allowed - the total number (and percentage) of respondents from that country who were allowed access
to the survey. At the time the respondent accessed the survey, the country was selected as one of the
countries to be allowed .

e Flagged - the total number (and percentage) of respondents from that country who were allowed access
to the survey and flagged. At the time the respondent accessed the survey, the country was selected as
one of the countries to be flagged.

e Blocked - the total number (and percentage) of respondents from that country who were denied access to
the survey. At the time the respondent accessed the survey, the country was selected as one of the
countries to be blocked.

e Total - the total number (and percentage) of respondents from each country.

e Search - a text search tool to filter the countries displayed.

Note: In the table illustration above, the United States has respondents in both the Allowed and Blocked
columns. This indicates that the status for that country was changed after some respondents had
accessed or attempted to access the survey.

Click Back to configuration to return to the Fraud Detection main page.

5.1.2. Export to MS Excel

Click this link to export the statistics as an MS Excel file.
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A B c D E F G

1 |Country Allowed (not flagged)] Flagged (not blocked) Blocked Total Last response date
2 Unknown IP 0 19 0 19 08.06.2009 12:31
3 |Belgium 1 0 1 2 04.06.2009 09:27
4 United States 4 0 10 14 08.06.2009 10:38
5 |Canada 1 0 0 1 04.06.2009 10:27
6 |Germany 1 0 0 1 04.06.2009 10:29
7 |India 1 0 0 1 04.06.2009 10:30
g |Netherlands 0 0 1 1 04.06.2009 10:31
9 |United Kingdom 3 0 1 9 05.06.2009 11:44
10

11

12

Figure 10 Example of the statistics exported as an MS Excel file

5.1.3. Export as KML (Google Earth)

If you have the Google Earth application installed on your pc, you can click the Export as KML (Google Earth)
link to view the statistics overlayed onto the map.

Note: KML is a file format used to display geographic data in an earth browser, such as Google Earth,
Google Maps, and Google Maps for mobile. A KML file is processed in much the same way that HTML
(and XML) files are processed by web browsers. Like HTML, KML has a tag-based structure with names
and attributes used for specific display purposes. Thus, Google Earth and Maps act as browsers for KML
files.

The Fraud Detection extension exports the statistics as a KML file and adds colored markers to the map, enabling
you to quickly identify the countries from which the various allowed, flagged and blocked responses to your
survey originated. Click on a colored marker to open a statistics label for that country, giving you the complete
details.

If you do not have Google Earth installed then a message will be displayed asking you to specify the application
that is to be used to open the file.
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United Kingdom

Survey access statistics for United
Kingdom

Flagged:0
Blocked:1
Allowed:B

Total responidents: 9

Total allowed: &

Total flagged: 0

Total blocked: 1

Last access: 0B/05/2009 11:44:43

Directions: To here - From here

Figure 11 Example of the Export as KML (Google Earth) display

5.1.4. View in Google Maps

Click this link to open a new Internet Explorer window with Google Maps, with the statistics presented as an
overlay on the map. The data for each country from which respondents have replied (or attempted to reply) to the
survey, is displayed as a small pie chart. The chart sections are colored red, yellow and green to indicate the
proportions of respondents who are blocked, flagged and allowed respectively.

Note that Google Maps is a freely-available web application that requires no installation.
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e o J|_ s ] sataite | teran ]

g
Iceland

Poccun

Kazakhstan

€8 Japan

dagascar

New.
Zealand

TerraMetrics, b , Map datz 9 Europa Technologies - Terms of Use

Figure 12 Example of the Google Maps overlay

Click on a pie chart in the map to open a detailed statistics box for that country.

Spain
Survey access statistics for Spain
Flagged=2

)

Blocked:d

Allowed:4
Total respondents: 7
Total allowed: 4
gzt lotal flagged: 2
Total blocked: 1
Last access: 07/13/2009 14:47:00

Search nearby

Figure 13 Example of the detailed statistics box for a country
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The statistics information is also listed in the Contents column to the left of the map, as shown in the example
below.

Save to My Maps

Contents
Angola
Survey access statistics for AngolaTotal respondents:
Canada
Survey access statistics for CanadaTotal
Erance

Survey access statistics for FranceTotal respondents:

Germany
’ Survey access statistics for GermanyTotal

India

Survey access statistics for IndiaTotal respondents:
Indonesia

Survey access statistics for IndonesiaTotal
.Jagan

Survey access statistics for JapanTotal respondents:
Paland

Survey access statistics for PolandTotal respondents:

“EFLW

Survey access statistics for SpainTotal respondents:

. United Kingdom
Survey access statistics for United KingdomTotal

United States
Survey access statistics for United StatesTotal

Unknown IP
“ -/ Survey access statistics for Unknown IPTotal

Vietnam
Survey access statistics for VietnamTotal

Displaying content from frauddetection.testlab firmglobal.net

The content overlaid onto this map is provided by a third party
and Google is not responsible for it

Figure 14 Example of the statistics information as presented by Google Maps

All the available data is displayed on the map by default. In the Contents column you can deselect specific
countries by clicking in the checkboxes, and the pie charts for those countries will then be removed from the map.
Click in the boxes again to redisplay the pie charts. Click on a country's link to open the detailed statistics box for
that country.

5.1.5. The Block Page Editor

The Block Page is the page that is displayed to people who attempt to respond to the survey from a location,
proxy or provider that is blocked (go to The Geolocation Interface on page 9 for more information). This editor
allows you to set up the page to present the message you wish to give.
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Geolocation - Edit block page

The following text will be displayed to all respondents eventually blockad by the Geolocation extension.

El== A

The survey is currently not available in your geographical area.
Please contact the survey provider if you believe you should have access.

B I 0 |F|:untfamily = Font size - |

B

Save changes Back to configuration

Configuration saved successfully.

Figure 15 Example of the Block Page Editor

The Edit page areas are:

e A -toolbar, containing the editing and formatting tools you will need to edit the text page. These tools have
the same functions as the corresponding tools in MS Word.

e B -the editing area. This area by default contains some text and a world map image. You can edit the text
and delete the image or replaced it as required using the tools in the toolbar above.

When the page is to your liking, click Save changes to save the page, then click Back to configuration to return
to the Geolocation Interface page.
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6. iIPhone Surveys

Important

This Add-On is made available on a strict BETA basis. Commercial terms may apply at a later date.
Confirmit explicitly waives any and all warranties related to this Add-On, including any Service Level
Agreements. The Extension is hosted on the Confirmit US On-Demand Hosting environment.

The iPhone Surveys extension is built by Confirmit. When this extension is activated for a survey (no re-launch is
required), any respondent entering the survey via an iPhone or iPod Touch will be shown a customized “iPhone”
look and feel. The extension makes predefined changes to the survey layout to emulate the iPhone experience. It
is not possible to alter this layout through any layout/template system. Points to note include:

¢ HTML code entered in Confirmit will be displayed (such as <img> tags), but any scripts tags will be
removed.

e Only one question will be displayed on the screen at a time.

e 3D grids will be split into separate questions.

e The “Auto-other” and “Single-punch” properties for exclusive are automatically enabled.

e Page transitions are made using Ajax, minimizing the bandwidth used by the mobile browser.
e iPhone surveys will also work on iPod touch.

The following "Best practices" should be employed when creating surveys that are expected or intended to be
responded to via iPhones:

e Long texts should be avoided as these will break over several lines on the iPhone.

e 3D Grids should be avoided. Even though they are supported, they might not make as much sense when
each question is displayed by itself. In addition, the “Title, “Text”, and “Instruction” for the 3D Grid will not
be repeated for the various questions inside the grid, but will be displayed as an Info node before the
guestions are displayed. Also, any error messages that may be generated for questions inside a 3D Grid
will be confusing to the reader as it is not possible to know which question inside the 3D Grid has failed;
as far as the validation system is concerned the 3D Grid is one question, so the error message is
displayed for every question.

e Long surveys should be avoided as iPhone surveys do not display a progress bar.

e Along-list of answers should be displayed as a drop-down, otherwise the respondents will have to scroll to
the bottom of the page to reach the navigation buttons.

The following question types and features are currently not supported:
e Hierarchy questions.
e Searchable multis.
e Dynamic questions.
e Advanced WI Features (sliders etc).

e Itis not possible to alter the layout of a question
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